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1IOS NAVIGATION

. DISABLING DNS LooKUP:

 LIMITING EXEC INTERRUPTIONS
FILTERING COMMAND OUTPUT

. CREATING ALIASES

. ERASING INTERFACE CONFIGURATIONS
. THE WONDERFUL “Do0” COMMAND

, ADJUSTING THE TCP TIMEOUT



[erminal telnet 72x16

Router#conftligure
Translating "confligure"...domain server (255.255.255.255)

(255.255.255.255)

Translating “"confligure"...domain server (255.255.255.255)}
% Unknown command or computer name, or unable to find computer address

Router#j = ==




[erminal telnet 72x19

Router#

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup

Router(config)# 7

Router#confligure

Translating "confligure"

Translating "confligure"

% Unknown command or computer name, or unable to find computer address
Router#f]




INTERRUPTIONS

-~ BY DEFAULT, ClIsco DEVIGES ALLOW CONSOLE AND
LINE MESSAGES TO INTERRUPT TYPED TEXT

lerminal — telnet — 75x18
Z801RTR#terminal monitor

Z801RTR#conf t

Enter configuration commands, one per line.
Z8A1RTR(config)#hostname Router
Router(config)# 7z

Routerd#show 1

May 10 23:05:27.071: %SYS-5-CONFIG_I: Configured from console by jeremy on

vtyd (172.30.3.94)p interface brieff

End with CNTL/Z.




LIMITING EXEC INTERRUPTIONS

. 10 PREVENT THIS FEATURE, DO THE FOLLOWING:

lerminal — telnet — 75x18
Router#conf t
Enter configuration commands, one per line. End with CNTL/Z.
Router{config)#line con 0
Router{config-line)#logging synchronous
Router{config-line)#line vty 0 4
Router{config-line)#logging synchronous
Router{config-line)#"7Z
Router#show ip 1
May 10 23:07:02.137: %SYS-5-CONFIG_I: Configured from console by jeremy on

THE LINE IS vtyd (172.30.3.94)
AUTOMATI LY Sl Router#show ip interface brief]]

CAL
REPAINTED




— UNIX-

MANAG

lerminal — telnet 76x30

Router#sh run
Building configuration...

Current configuration :
1

I Last configuration change at 16:07:02 ARIZONA Wed May 10 2006 by jeremy
I NVRAM config last updated at 08:15:56 ARTZ0ONA Thu Mar 23 2006 by jeremy
1

version 12.4

service config

service timestamps debug datetime msec

service timestamps log datetime msec

service password-encryption

1

hostname Router

!

boot-start-marker

boot-end-marker

1

enable secret 5 $1%$ptS9$XjhiveqHFIPIGL/ 1. GXAZ1

]

no aaa new-model

1

resource policy

!

clock timezone ARIZONA -7

ip cef

8000 bytes




l[erminal — telnet — 67/x19

Routergshow run | begin line con

line con @

exac-timeout @ ©

logding synchronous

login local

flowcontrol hardware

11ine aux ©

transport input all

line 13@

no activation-character

No 2xac

transport preferred none

transport input all

transport output lat pad telnet rlogin lapb-ta mop udptn w128 ssh
line vty @ 4

exec-timeout o @

password ¢ B4R TATADA

logging synchronous

——More-- I




ROUTER# SHOW <ARGUMENT> | INCLUDE <ARGUMENT>

[erminal — telnet — B4x18
Fouter#gshow run | include 1p naot
1p nat 1nside
1p nat outside
1p nat inside source 1ist NAT_ADDRESSES 1 Fﬂ-tE#hﬂPﬂetU "1 overload
1p nadt inside source static tcp 17, Jd.F.”f i 2 FastEthernetid/1 3259
1p nat tnside source static udp 17 3.02 © lﬂthqu: FﬂztEthEPﬂEtHxl e
1p nat inside source Fic top 17 o 44227 intertace FastEthernet@dsl 44227
1p nat inside source LC udp 172,360,100, 11 314 interface FastEthernet@s1 514
1p nat inside source

+
Ll
T
|—|

static tcp 17, " ©anl 1nterface FaostEthernetd/1 obo! ==
static tep 172.30.100.11 21 interface FastEthernet@ds1l 21 S

static tcp 172 3.1 5222 1nterface FastEtharnetld/1l SR

atic tcp 172,238, 2,29 2359 1nterface FastEthernetld/1l 3396

1p nat inside source
1p nat inside source
1p nat inside source
HDUtEP#I

I . I R IF o N I i O I o B |

|_|'




lerminal telnet B4ax18
Foutergshow run 1nterface
Buillding configuration...

Current configuration @ 161 byt
I
1nterface FastEthernetd/©
p
1p nbar protocol-discovery
1p nat i1nside
p v ssambly
duplex auto
spead auto
and

HDUtEP#I




[erminal — telnet — 84x18
Routerftshow processe: A PAR%  B.ER% B, 00
CPU utilization for five seconds: 1%/8%: one minute: 1%; fiwve 15
PID Runtime{ms) ITnvoked Sars 55ec IMin  SMin TTY

DL DA% @ Load Meter

: Check heaps

ARF Input
Fer-Second Jobs
IF Input

555 Feature Time
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THE ALIAS COMMAND

_~ IN THE WORLD OF CISCO, YOU MAY FIND YOURSELF
TYPING THE SAME COMMANDS AGAIN AND AGAIN

_ THE ALIAS COMMAND CAN HELP ALLEVIATE A LITTLE
CARPAL TUNNEL SYNDROME

- COMMANDS | USE ALL THE TIME:

- SHOW IP INTERFACE BRIEF

- SHOW RUNNING-CONFIG

- SHOW IP ROUTE

_~ SHOW IP <OSPF/EIGRP> NEIGHBOR
- SHOW IP BGP



Fouter#cont t
Enter configuration commands,

one per line,

[erminal telnet 93x23

Eﬂd with CHTLAZ.

Fouter{configi#aliaos exec s show 1p int brief

Fouter{configi#alias exec

Fouter{config)#aliaos exec sofn
Fouter{ configi#as

Fouter#

Moy 11 @B:12:37.824: HS5YS-5-
Fouterdsir

_ C - connected, 5 - stati

E1l - OSPF external t
1 - IJ‘IJ{
1d - IS-I% 1nter area,
o - 0O0R,

= h iy

COMFIG_TI:

c, B - RIF,
[0 - EIGREFP, EX - EIGEP external,
M1 - OSPF NSSA external type 1,
Fype 1, BEZ - OSPF external t
suU - IS-TIS summary,
* - candidaote default, U - per-user static
F - pertodic downloaded static route

s1r show 1p route
Fouter{configi#alias exec sr show run
1p ospf netghbor

Configured from console by

M - mobile, B - BGF

0 - 0O5PF, IA - O5PF 1nter ared

M - 05 PF NSS4 external type &

Fype -

L1 - I5-I5 level-1, L2 - IS-IS lewvel-Z2
ol te

Lateway of last resort 1s 6o.3.160.1 to network ©.0.0.8

0o .0.0.8/21 15 EJbﬂpftejf
0. 3,108 15 dire

; tly
172.19.0.0/32 1% :JD[E tej_

1 EJbﬂﬁfT

FastEthernetd/ 1

1 Jubruta

Jeremy on vty (172,30, 3




ITHE ALIAS COMMAND

_~ VERIFYING YOUR ALIASES

[erminal — telnet — 81x19
Fouter#tshow alias
Exec mode dlidses:
h help
lo logout
Diﬂﬂ

Jndeng

Ny undebug
Wy where
traffic show 1p nbar protocol-discovery st bl top 1@
1 show run | 1nclude

show 1p 1nt brief
r show 1p route
=1s sShow run
5010 show 1p ospf neighbor
proc show proc cpu | excl B.08%__ . 2%

[
=
[l

-
e
[
=

Routeril




lerminal — telnet — B4x]
Fouteritcont t

Enter configuration commands, one per line.
Router{configiffdefault interface fao@/l
Building configuration...

End with CHNTL/Z.

Moy 1@ Z3:38:48. 720 BLINK-2-UPDOWN: Interface FastEthernetld/1,

Interfoce FastEthernetd/1l set to default configuration
Router{ configiif

changed st




E VVONDERFUL ‘DO COMMAND

\LLOWS YOU TO EXECUIE PRIVILEGED MODE COMMANDS

Fouteritcont t

Enter confliguration commands, one per line. End with CHTLAZ.

Fouter{ configiftdo show cdp nelghbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
5 - Switch, H - Host, I - IGMF, r - Repeater

Device ID Local Intrfce Holdtme Capability FPlatform Fort ID

CAT_3550 Fos B/1 166 E s T We-C2550- Fas @41
HﬂUtEP[CGﬂFiQ}#I




rerminal — telnet — 78x%10
Fouters
Router#telnet 150.23.91.35
Trying 150.23.91.35
% Connection timed out; remote host not responding

Fouterg




SHRINKING THE TCP TIMEOUT

ROUTER(CONFIG)# IP TCP. SYNWAIT-TIME <5-800 SECONDS>

[erminal — telnet — 78x19
Fouterscont t
Enter configuration commands, one per line. End with CNTL/Z.
Fouter{config)i#ip tcp symwalt-time ¢
«0-3@= Walt time

Fouter{config)#ip tcp synwalt-time 5
Router(config)il




REMOTE ROUTER
AUTO-CONFIGURATION



REMOTE ROUTER
AUTO-CONFIGURATION

SCENARIO: YOU ARE DEPLOYING FOUR REMOTE OFFICES
FOR YOUR CORPORATIONS HOWEVER, YOU ARE THE ONLY
CISCO-COMPETENT EMPLOYEE

SEATTLE

DETROIT

KANSAS



REMOTE ROUTER
AUTO-CONFIGURATION

CONCEPTS:

1. A ROUTER (OUT-OF-THE-BOX) WILL ATTEMPT TO RECEIVE
AN IP ADDRESS VIA DHCP (oN LAN INTERFACES) OR
SLARP (ON SERIAL INTERFACES)

2. |IF THEY RECEIVE AN IP ADDRESS, THEY WILL BEGIN
BROADCASTING FOR A FILE CALLED NETWORK.CONFIG. THIS
FILE TELLS THE ROUTER ITS NAME

3. THE ROUTER WILL THEN BROADCAST FOR A FILE CALLED
<ROUTER_NAME>.CONFIG



REMOTE ROUTER
AUTO-CONFIGURATION

STEP 1: SET UP A TETP. SERVER AT THE CENTRAL LOCATION

PHOENIX

T SEATTLE

-
HQ
e
—~
|

A

TFTP
SERVER




REMOTE ROUTER
AUTO-CONFIGURATION

STEP 2: CREATE AN ASCII TEXT FILE ON THE TFTP SERVER
CALLED NETWORK.CONFIG CONTAINING THE NAME-TO-IP
MAPPINGS FOR THE NEW ROUTERS

. SEATTLE
network.config

phoenix 10,

5.
seattle 10.6. DETROIT
detroit 10,7

8.

kansas 10,

1.2
1.2
1.2
1.2




REMOTE ROUTER
AUTO-CONFIGURATION

STEP 3: CREATE AN ASCII TEXT FILE ON THE TFTP SERVER
FOR EACH ROUTER CALLED <RTR _NAME>.CONFIG - ROUTERS
WILL BROADCAST FOR THIS FILENAME

SEATTLE
phoenix,config

eEWQuk . CORELE

versign 12.-4

service config

sepvice Eimcatonps debug datskime Wwess
seEvice Eimeatanps log desstime wass
SCRVICE ReSSUOFI-QNErWPELQD

|

DETROIT

hostname Raveer
|

Rogt =g rt Warker
Rogt sendwarker

i
gnable secket § S1SRESOSXjhiveghFJPLGL/L .CX%RL
i

Ao fae wewwadel
'

ESaoures policy
i

clack Eimcrone ARTZQNE =7
ip cef

KANSAS




REMOTE ROUTER
AUTO-CONFIGURATION

STEP 4: ADD AN ““IP HELPER-ADDRESS” COMMAND ON EACH
WAN INTERFACE OF THE HQ ROUTER POINTING TO THE
TFTP SERVER

Router (config=if) #
ip helper-address <tftp ip>

g

TFEFTP
SERVER




NETWORK MONITORING

_ USING BUILT-IN NETWORK MONITORING

- NETWORK-BASED APPLICATION RECOGNITION (NBAR)

- NETFLOW

_ USING CoOL, FREE SNMP MONITORING

- MULTI-ROUTER TRAFFIC GRAPHER (MRTG)

_ PAESSLER-ROUTER TRAFFC GRAPHER (PRTG)



NETWORK-BASED APPLICATION
RECOGNITION (NBAR)

_ NBAR IS A APPLICATION RECOGNITION UTILITY
ORIGINALLY DESIGNED FOR QOS

_ ALLOWS QOS MECHANISMS TO MATCH AN MANIPULATE:

_ VOIP TRAFFIC

_ PEER-TO-PEER FILE SHARING

_ MULTIPLE COMMON APPLICATIONS (SUCH AS FTP,
HTTP, REALAUDIO, ETC...)

ALSO INCLUDED IN NBAR IS A SPIFFY TRAFFIC
MONITORING FEATURE



lerminal — telnet
Fouter#conft t
Enter configuration commands, one per line.
Router{configi#ip cef
Router{configi#int fo&/1
Router{config-i1f)#ip nbar protocol-discovery
Fouter{config-ififtexit
Fouter{configi#int fa@d/@
Fouter{config-1f)#1p nbar protocol-discovery
Fouter{config-if)#load-interval ol
Router{config-1f#"s

HDUtEP#I

End with CNTL/Z.




[erminal telnet 78x19

Fouterdshow 1p nbar protocol-discovery ¢
interface Show for o specific interfaoce
protocol Show stots about o particular protocol
stats Show Stats
top-n Show Top-MN protocols by bytes
I Output modifiers

=M=

Fouterdtshow 1p
bit-rate
byte-count
max-bit-rate
packet-count

Foutergshow 1p

nbar protocol-discovery stats 7/
Show Bit Rotes

S o EFtE Counts

Show Max Bit Rate

Show Packet Stats

nbar protocol-discovery stats bit-rate top-n 10




lerminal telnet

FastEthernetd/

Frotocol

secura-http
bittorrent
rtsp

rtp

skype
skinny
pop3

SAmp

elgrp

LIk Fcr
Total

--More-- I

Input

11507

JEx10

Output

SRR
5

B

@

5

B
@
5
B
@
4364000




—~ NETFLOW IS AN EX T REMELY ADVANCED AND COMPLEX
SYSTEM CISCO DEVICES CAN USE TO TRACK DATA FLOWS

~ MANY COMMERCIAL SYSTEMS HAVE BEEN CREATED TO
TAKE ADVANTAGE OF NETFLOW STATISTICS

[erminal — telnet — B4x19
= Router#cont t
—= Enter configuration commands, one per line. End with CNTLAZ.
——-- Fouter{configi#int fod/a
Fouterconfig—ifi#ip flow 7
egress  Enable outbound MNetF1ow
ingress  Enable inbound MetFlow =

Fnu+HP'-nn+1q—1+'#1p flow egr
FEouter '-._. conti i -17, ._.-' w7

Routerd _  ”;




1P NETFLOW

[erminal telnet Bdx3?2

Fouterdshow 1p cache flow
IF packet size distribution CZC Ackets:

1-32 64 o6 122 160 192 224 ESm 320 352 384 416 448 480
PR Q19 453 000 L00R LRPDR Q09 QDR | PR D00 000 000 000 DR

C17 G “FE 1A 1ETE MR TCEM AT IC0s
2l ) 3 1 i I T L I Sl C i T L 1 L T T

115 O R 11 O 1, R ¥ 235

IF Flow Switching Cache, 78544 bytes
o] ﬂF+iWP 4@9@ lnﬂutlwﬁ 1334“ added
- failures

H mlnut__
+1menu+ in 15 seconds
IF Lub Flnw Luur' 2o7 3 bytes
B active, 1024 1ﬂuctiwe, @ added, © added to flow
B alloc failures, & force free

1 chunk, 1 chunk added

last ldﬂPlnﬂ of statistics never
PFUtULUl Total Fluw” OCKETS DY Tes Fackets A

F1oms FASY=T: FRF1ewm APk

TCP- Wi 22 P.0 26
TCP-SMTP - .
TCP-other
UDP-NTP
UDP-other
TCMP 212
Total: 18341
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Fa@s1 12.164.21.1 A ¥ 17 38,108 .11 11 @Al BsEE ¢

--More-- |




EITFLO

vV

[erminal — telnet — 84x32
IF Flow =witching Cache, Z78544 bytes
b ﬂl+1wH 4960 1nactive, 15344 added
3698 ager polls, @ flow alloc failures
Active flows timeout 1n 3@ minutes
Inactive flows timeout in 15 seconds
Sub Flow Cache, 25736 bytes
@ active, 1824 inactive, @ added,
@ alloc failures, @ force free
1 chunk, 1 chunk added

IF
B added to flow

last clearing of statistics never
Total

Frotocaol F-|_ I _|I.| s

I—'I

Pﬂlk:_J

F-I_II|II| F'P ‘|‘ fher F-I_-II|II| )

T |: FI _ I||'||I I||'||I I||'||I
TCP-SMTP
TCP-other
UDF-MNTP
HDP-other
TCMP
Total:

Srclf
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Srclf
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-ROUTER TRAFFIC

EN AROUND FOR EONS



http://www.mrtg.org
http://www.mrtg.org

MRTG AND SNMP

THE MULTI-ROUTER TRAEFEIC GRAPHER IS A UTILITY
THAT HAS BEEN AROUND EOR EONS

AVAILABLE AS A FREE DOWNLOAD FROM WWW.MRTG.ORG

CREATES HTML PAGES GRAPHING SPECIFIED SNMP COUNTERS

=
=
[ ]
[ ]
LIl ]
(]
i
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o
1]
4
—
o

g 10 12 14 16 18 20 22 0O



http://www.mrtg.org
http://www.mrtg.org

HIGH-LEVEL VIEW OF SNMP

_ SNMP Is A PROTOCOL THAT ALLOWS YOU TO PERFORM
GET AND SET OPERATIONS ON MANAGEMENT
INFORMATION BASE (MIB) OBJECTS ON A NETWORK
DEVICE

_ GET OPERATIONS RETRIEVE INFORMATION
_ SET OPERATIONS CHANGE INFORMATION

_ EVERY INFORMATIONAL ITEM ON A CISCO DEVICE HAS A MIB
IDENTIFIER



REPLACING PASSWORDS
USING SNMP

_SNMPSET -T 10 -R 5 -C COMMUNITYNAME HOSTNAME
.1.3.6.1.4.1.9.2.1.53.150.150.150.1 OCTETSTRING
CONFIGFILE.TXT

WHERE:

- 150.150.150.150 Is THE ADDRESS OF THE TRIVIAL FILE
TRANSFER PROTOCOL (TFTP) SERVER

~HOSTNAME IS THE HOSTNAME OF THE ROUTER (OR ITS IP ADDRESS)

- CONFIGFILE.TXT IS THE FILE CONTAINING THE CONFIGURATION
COMMANDS THAT YOU WISH TO IMPLEMENT (THIS FILE MUST BE IN
A DIRECTORY REACHABLE BY TFTP TO THE TFTP SERVER)

EXAMPLE OF CONFIGFILE.TXT -
NO ENABLE SECRET
ENABLE SECRET NEWPASSWORD
END



CIAL MRTG-LIKE PF

— AVAILABLE AT HTTP //WW PAESSLER COM/PRTG


http://www.paesseler.com
http://www.paesseler.com

PRTG Traffic Grapher - default.prtg
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MESMERIZING UTILITIES

BOSON GETPASS 1.1 - CRACK LEVEL 7 ENCRYPTION

HTTP:/WWW.ADTECNETWORKS.COM/CISCOUTILS/GET PASS.EXE

line vty A 4
exec-timeout 68 A
pazsword T A94F471ALARA
login local R
transport input all Enter the Cisco Encrypted Passward:

094F471A1A04

The decrypted passward is
ClSco

Rezet! GetHelp! | GetQut!

BOSON RIP ROUTE GENERATOR
HTTP://WWW.ADTECNETWORKS.COM/CISCOUTILS/RIP GEN.EXE



http://www.AdTECNetworks.com/ciscoutils/get_pass.exe
http://www.AdTECNetworks.com/ciscoutils/get_pass.exe
http://www.AdTECNetworks.com/ciscoutils/get_pass.exe
http://www.AdTECNetworks.com/ciscoutils/get_pass.exe

@ ALLOWS Y

TO EACH OF TH

ORGANIZATION B —


http://www.switchinspector.com
http://www.switchinspector.com




MESMERIZING UTILITIES

['CF] SwitchInspector 1.3.1 {Not for Resale) - Netxar Technologies Inc.

[ == | =] E3

SWIT(H
INSPLOR)

map your connecte

switchintormation

sWitenEortiMapping.

asKs
Switch Description
172.30.2.1

Determining SNMP Version
Done

Executing Ping Sweep
Done

Getting Switch Information
Done

Mapping Conn. Devices
Done

Looking Up Device Names
Done

" Export Results

Switch Port Mapping - Connected Devices

| Switch Info Table

hDdEh
05 Description:

Conkack:

Locakion:

pkirne:

Last Reload Reason:
Syskem Image File:

r RLAM:
r RAM:
PWRLGM:

Free Proc

L/ Memory:

| Switch Ports Table

Device= Table

15874 hours 45 minutes 40 seconds
I:Il:ll.-'-.lF' ]

5. SEA)C3550-i5k9112g3-mz

B

Used: 11.1 ME | Free: 32.2 MBG
Used: 2.9 MB [ Free: 5.1 MB

X




MESMERIZING UTILITIES

[@'] SwitchInspector 1.3.1 (Mot for Resale) - Netxar Technologies Inc. _ O]

SWIT(H
||'|§p(('|' Switch Port Mapping - Connected Devices

map your connected wiu:

Switch Info Table Switch Ports Table | Device=s Table

switehinformation Port Mame Port Description Port Mac Address | Pork Speed
Fal/1 FastEthernetd)1 : SreZi05:01 100 Mbps 1500 Full Duplex
- 'fthPrnPH‘I 00: 0 41 100 IMbps 1500 Full Duple:x
astEthernetnfs 00: 0 4 3 100 Mbps 1500 Auto Megatiate
a -tEth':rru:tLl.l4 : C: 100 Mbps 1500 Full Duples
5 -rEH-n=-rr|E-H:||'E : 100 Mbps 1500 auka Meqoki
astEthernet0fe : 10 Mbps 1500
askEtherneto)7 aa:0 41 7 100 Mbps 1500
Fal/5 astEthernetnfs 00: 10 A ; 100 Mbps 1500
Fal/a -:|:~|:E|:|'||:=rr||::l:l_lll a ; 1 £ 100 Mbps 1500 s
dSRS Fal 10 FastEthernet0) 10 f 100 Mbps 1500 Full Cuplex
Switch Description Falf11 FastEthernet0/11 : 105: 00 100 Mbps 1500 Full Duplex
172.30.2.1 Falf1z FastEthernetd) 12 ; 4050 100 Mbps 1500 Ak Megatiate
Fal/17 FastEthernetn)/17 : 42:05: 10 Mbps 1500 i
Determining SNMP Version Falj1a FastEthernet0) 13 : 41 10 Mbps 1500
Done Falj1% FastEthernetn) 19 00:0 A 3 100 Mbps 1500
[mmm Fal)z0 FastEthernetly2 00:0 i 051 ¢ 10 Mbps 1500
Done alfz astEther : 100 Mbps 1500
Getting Switch Information : 10 Mbps 1500
FastEthernetny: : H 7 100 Mbps 1500 Full D J;.|.:_.._
Done F:||_|,|':-+ FastEthernetl/24 0o: 0 41 a 10 Mbps 1500 Auto Megotiate
Mapping Conn. Devices Fal/13 FastEthernet0) 13 ' 500 100 Mbps 1500 Auta Negatiate
Done Falj14 FastEtherneti) 14 100 Mbps 1500 Full Duple::
Looking Up Device Names Fal/15 FastEthernetnf15 : 405 100 Mbps 1500 IIndetermined
Done Fal/16 FastEthernetn) 16 00: 0 47:05; 100 Mbps 1500 Undetermined

@il zigabitEthernet0)1 00:0 4Z:05:19 10 Mbps 1500 Auto Meqokiake

[ 'Expnr'tﬂesmts Gil)f2 GigabitEthernet0f2 0854051 A 1||r1|:||:| 1500 Auko Megok




MESMERIZING UTILITIES

['-'3?] SwitchInspector 1.3.1 {Not for Resale) - Netxar Technologies Inc.

[ T[] | P[] B3

SWITCH
INSPLOR)

map your connecte

...-LJ"‘l.-r
Switch Description
1/72.30.2.1

Determining SNMP Version
Done

Executing Ping Sweep

Done

Getting Switch Information
Done

Mapping Conn. Devices
Done

Looking Up Device Names
Done

ﬁ
Export Results

Switch Port Mapping - Connected Devices

Switch Info Table

1500

1500

1500

1500

1500

500

1500

1500

1500

1500

1500

1500

1500

1500

1500

1500

1500

1500

1500

1500

1500

1500

1500

1500

1500

1500

Full Duplex

Full Duple:x
Auto Megokiake

Full Duplex
Auko Megotiate

(1]

Auto Megokiak
Auko Megotiate
Auko Megotiate

(1]

11}

Auto Megokiake
Full Duplex
Full Duple:x

Aukto Megokiake

Auko Megokiate

Auko Megotiate

Auto Megokiake

Auko Megokiate
Auko Megotiate

Aukto Megokiake
Full Duplex
Auko Megotiate
Auto Megokiake
Full Duplex
Undetermined
Undetermined
Auko Megokiate
Auko Megotiate

| Switch Ports Table |

O B BN N NN N N N N N NN NN NN NN NN NN NN

Devices Table

YLAN(S)
400

2L
[ L

U
[SRELE

200
400

2L

-
U

-
2l

2L
[ L

U
[SRELE

-
2l

500

100, 1

2L
[ L

U
[SRELE

1
1

YLAM Descripkion(s)

ExIT
CLIEMTS
CLIEMTS

WIRELESS

ExIT
CLIEMTS
CLIENTS

WIRELESS
WOICE, CLIENTS
CLIEMTS

i_LIENTS
CLIEMTS
CLIEMTS
i_LIENTS

DMz

SERVERS, defaulk

_LIEMTS
CLIEMTS
YWOICE, CLIENTS
CLIEMTS
WiOICE, CLIEMTS
defaulk
default




MESMERIZING UTILITIES

[’1,:-"'] SwitchInspector 1.3.1 (Mot for Resale) - Netxar Technologies Inc. _[O]

mggj(([ 9.5 Switch Port Mapping - Connected Devices

map your connecte

vidairvienu

Switch Info Table Switch Ports Table | Devices Table

B55 1evice Mame Device Mac Address MIC Manuf ackurer Park Ma

switcnintormation

Fal):

p— o0:12 ik Fal/:

J1uel) Purt wllu i 00:0F i NETGEAR Inc Fai/-

: s Fan):

0.60.25 6029 IA%ICHSERLA Fa0/1

B0, 29 30,60, oo:14:1C ' Fal/1

230,25 ier i Giga-Byte Technaology Co. LTD. Fal/1

om Europe Lkd.

Giga-Byte Technology Co., LTD, Fal)z

21 Fal/1

L 00:14:10; : Fa0j1

Switch Description 3 30.2.22 00:0C:41: =fe The Linksys Group, Inc, Fal/1

172.30.2.1 B 30.60.3 00:14:1C: ] Fal/1

: 7 O0:14:6 12208 Fal/1

Determining SNMP Version 172.3 ' 3 i 00:14:6 = Fanj'1

Done 172,30,60,27 00: 1464 = Faly1

Executing Ping Sweep
Done
Getting Switch Information
Done
Mapping Conn. Devices
Done
Looking Up Device Names

Done

ﬁ
Export Results




MESMERIZING UTILITIES

[‘F’] SwitchInspector 1.3.1 (Mot for Resale) - Netxar Technologies Inc.

SWIT(H
INSPLTOR)

map your connecte

switcnintormation

.-.-:'J'.:"d’
Switch Description
172.30.2.1

Determining SNMP Version
Done

Executing Ping Sweep
Done

Getting Switch Information
Done

Mapping Conn. Devices
Done

Looking Up Device Names
Done

" Export Results

Switch Port Mapping - Connected Devices

Switch Info Table Switch Ports Table | Device=s Table

Part Marne YLAMN Descripkion Win Useris) Windows Workgroup
Fal/1 400 EXIT
Falz 200 CLIEMTS
Fal/4 300 WIRELESS
Fal)4 300 WIRELESS
Fad/10 &o0 WOICE
Fadf10 200 CLIEMTS
Fal/11 200 CLIEMTS
w o, LTD Fal/11 200 CLIEMTS CIOARA
s LEkd. Faliz3 1 default
w Co,, LTD. : 100 SERMVERS CICWARA,
Falf14 200 CLIEMTS
Fal/14 200 CLIEMTS
up,Inc. Fal/14 200 CLIEMTS
Fald/14 a0 YOICE
Fal/15 200 CLIEMTS

Fal/1& 200 CLIEMTS
Falf16 GO0 WOICE

[ =] | ] E3




MESMERIZING UTILITIES

KiIwIl SYSLOG

HTTP:/\WWW.KIWISYSLOG.COM

L3

>t Kiwi Syslog Daemon (Registered - Yersion &)

File Edit

) Iil-l m
Date

03-07-2006
03-07-2006
03-07-2006
03-07-2006
03-07-2006
03-07-2006
03-07-2006
03-07-2006
03-07-2006
03-07-2006
03-07-2006
03-07-2006
03-07-2006
03-07-2006
03-07-2006
03-07-2006
03-07-2006
03-07-2006
03-07-2006
03-07-2006
03-07-2006

View

Help

LB

Time
10:18:36
10:18:35
10:18:34
10:18:33
10:18:32
10:18:31
10:18:30
10:18:29
10:18:28
10:18:27
10:18:26
10:18:25
10:18:24
10:18:23
10:18:22
10:18:21
10:18:20
10:18:19
10:18:18
10:18:17
10:18:16

Dizplay 00 [Default)

Priority
Mail.Info
Syztem3. Emerg
Locall. Emerg
Mail.Debug
Syzlog.Warning
Localld.Debug
Localb Alert
Systemd.Debug

Local3.Info

Lpr.Cntical

Syztemd _Motice
Syztem1_Crntical
User.Warning
Syztem?Z. Info
Localb Crtical
Locald.Emerg
UUCP.Debug
Locald.Info
Uszer Error
Local3 Motice

Kermnel Info

Hostname
10.0.0.10
10.0.0.10
10.0.0.10
10.0.0.10
10.0.0.10
10.0.0.10
10.0.0.10
10.0.0.10
10.0.0.10
10.0.0.10
10.0.0.10
10.0.0.10
10.0.0.10
10.0.0.10
10.0.0.10
10.0.0.10
10.0.0.10
10.0.0.10
10.0.0.10
10.0.0.10
10.0.0.10

Message
Thiz 15 Spzlog test message number 24
Thiz iz Spzlog tezst mezsage number 23
Thiz iz Spzlog tezst mezsage number 22
This i1z Syzlog test message number 21
This i1z Syzlog test mezsage number 20
This iz Syzlog test mezsage number 19
Thiz 15 Spzlog test message number 18
Thiz iz Syzlog test message number 17
Thiz iz Spzlog tezst mezsage number 16
This i1z Syzlog test mezsage number 15
This 1z Syzlog test mezsage number 14
This iz Syzlog test mezsage number 13
Thiz 15 Spzlog test message number 12
Thiz iz Spzlog tezst mezgage number 11
Thiz iz Spzlog test mezzage number 10
This i1z Syzlog test message number 9
This i1z Syzlog test message number 8
This iz Syzlog test message number 7
Thiz i1z Syzlog test message number b
Thiz iz Spzlog tezst mezgage number b
Thig iz Svzloa test meszzaoe number 4
100% 24 MPH

10:20

EEX

e

-0 -20UE



http://www.AdTECNetworks.com/ciscoutils/get_pass.exe
http://www.AdTECNetworks.com/ciscoutils/get_pass.exe

MESMERIZING UTILITIES

Kiwl CATTOOLS - CONFIG DIFE, MULTI COMMANDS
HTTP:/WWW.KIWISYSLOG.COM

- Kiwi CatTools [Enterprise] g@@

File WView Options Help

Activity log || Compare || Infolog | Beport | TFTP || Dizplay

Type

73 MName Days When

=l Type: Connectivity. Inter-device ping
[+ Mokia Inter ping 0 SMTWTFS
=l Type: Connectivity.Login test
[+ Mokia Login > SMTWTES
L 55H Test SM-H-F-
=| Type: Connectivity.Ping test
= Fing Test SHIWIES
=] Type: General.Backup Running Config
SMTIWTIFS
SMTWTFES
=] Type: General Enter command
[ TFTP 2600 Config Download SMIWIFS
[ TFTP 2600 Config Upload SMTHIFS
=] Type: General Modify config
™ Cisco Pix Firewall 0 SMIWIES
=] Type: Report, ARP table
[+ ARFP Report 2  SMIWTIES

=] Type: Report. COP Neighbors Table

(W] g] ﬂ (mli]

Standard Mode Schedule: Stopped  Emarz 0 Dewice: Oaf 0 Thread: Oof 0



http://www.AdTECNetworks.com/ciscoutils/get_pass.exe
http://www.AdTECNetworks.com/ciscoutils/get_pass.exe

MESMERIZING UTILITIES

REALLY AWESOME NEW CISCO CONFIG DIFFER (RANCID)

HTTP:/WWW.SHRUBBERY.NET/RANCID/#STARTED

Vo

SHRUBBERY @
networks, inc.

Company Tools

i RANCID - Really Awesome New Cisco conflg Differ

Tools

Products RANCID monitors a router's (or more generally a device's) configuration. including software
and hardware (cards, seral numbers, etc) and uses CVs (Concurrent Version System) or
Customers Subversion to maintain history of changes.

SIMALR TO CATTOOLS, BUT COMPLETELY FREE


http://www.AdTECNetworks.com/ciscoutils/get_pass.exe
http://www.AdTECNetworks.com/ciscoutils/get_pass.exe

QUESTIONS?

Check out:
http:/ / www.ciscoblog.com

N AdTEC

NETWDRHS



http://www.ciscoblog.com
http://www.ciscoblog.com




